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Ieasp.

W3yuuth npuHIMIEI paboThl IpoToKoynoB cteka TCP/IP mocpencTrom
aHaynm3a ceTeBoro Tpaduka B mporpamme Wireshark, HayunTscs cobupars,
(UIBTPOBATH U MHTEPIIPETUPOBATD ITAKETHI PA3JIMUHBIX IIPOTOKOJIOB, &
TaK’Ke BBIABIIATH XapaKTEPUCTUKI ¥ 0COOEHHOCTM B3aMIMOAEIICTBUI Ha
pasubix ypoBHsax monenu TCP/IP.

Wireshark.

YTOOBI OCTAaHOBUTH 3aXBaT IOCJIE 5 MerabaiiT 1 3anmcarh JJoru B $haiii, g
BBICTABILJI COOTBETCTBYIOIIIIE HACTPOIIKN B paspaene Capture -> Options u
Capture -> Output.

Options
Display Opticns Name Resolution
Update list of packets in real-time Res

Automatically scroll during live capture

Show capture information during live capture

Stop capture automatically after.
1 + packets

+ files

— + megabytes v

+ seconds A
Directory for temporary files

Browse..

Start Close




Yto6BI coxpaHATh BCIo MHopManuio B ¢aiii, B pasmene Output s mpormcan
COOTBETCTBYIOILMII IIYTh.

Qutput
Capture to a permanent file

File: /fhome/nik/exams/computer_networks/labs/Llab5/log Browse..

Qutput format: ‘, pcapng pcap

Create a new file automatically..

o

Use a ring buffer with

Start Close

IIpoBenem 3axBar.

YToOBI OIpeeINTh y3eJ C MAaKCHMAJIbHOI aKTMBHOCTBIO IT0 00BeMy
IepeaHHbBIX JaHHBIX, 1 B Statistics -> Endpoints orcopruposan [Pv4 mo
TxBytes.



Endpoint Settings

es Country City Latitude Longitude

Limit to display filt

1139 bytes

Close

ITomyumitoce 151.236.14.199.

Teneps onpenenum cambiit akTuBHBIN TCP xocT o konnuecTBy
IepeaHHbIX ITaKkeToB. [l 3TOro 6yseM CMOTpeTh Ha Te BXOKIEeHNS,
KOTOpBIE B afipece oTIpaBuTesd nMeloT 192.168.1.86. Takke orcopTupyem
o Tx Bytes.

Endpoint Settings

Tx Packets T Rx Packets
Limit to display filts 3 64 .13¢ 3 1

42994
PELLT

Ethernet

FC

FDDI

IEEE 862.11
IEEE

IPva

[Tomygaem 42994.

[Toctpoum rpad nmarencuBHocty Tpaduka TCP, UDP. Ilepexoqum B
Statistics -> I/O Graphs.




wireshark I/0 Graphs: log
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Close Help

[Toctpoum nuarpammy cBsa3seir makeroB HTTPS. [Ins aToro ordunstpyem
TOJIBKO TIOPTHI 443 (tcp.port == 443). 3atem Statistics -> Flow Graph
orpaHmumBaeM 1o GUIBTPY U B BblnagamwiieM MeHo Beioupaem TCP Flows.

S 64.233.164.138 142.251.1.94 SFTLTT
192.168.1.86

0.000000000 413 PSH, ACK - Len: 73 43588 Seq = 1 Ack = 1

0.886684210 43086 PSH, ACK - Len: 73 443 Seg = 1 Ack = 1

0.248238953 42994 (g S8 = WemE T Seq = 1 Ack = 1

4.175577689 55980 (retlly WAL = Ghg 55 Seq = 1 Ack = 1

5 nodes, 4 iteams

Limit to display filter Flow type: TCP Flows  ~ Addresses: Any

Reset Diagram Export Close

Ordunprpyem xanps! Ethernet. [lng storo npumenum bunpbtp eth.src ==
40:c2:ba:e2:91:e5




File

OTdnnpTpyeM TOJIBKO HIMPOKOBeLIaTeIbHbIE coo0IIeH . (eth.src

Edit View Go

0.086791446

6 0.248340425
13 1.727636819
18 2.536020781
19 2.536042849
29 2.536049010
21 2.536055842
22 2.536135811
23 2.536144016
30 2.636889284
32 2.636915700
33 2.636956521

34 2.636973621
36 2.637083202
38 2.637165034
39 2.858703266
49 2.858720636
41 2.858729953
42 2.858738718
43 2.85883215
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Statistics
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Telephony
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Wirele
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Wirele

Tools Help

58695

58626

Len=64

58695 58626 Len=64
118 50695 — 58626 Len=76
174 50695 — 58626 Len=132
277 50695 — 58626 Len=235
174 50695 — 58626 Len=132
277 50695 — 58626 Len=235
174 50695 — 58626 Len=132
277 50695 — 58626 Len=235
118 50695 — 58626 Len=76
118 50695 — 58626 Len=76
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118 50695 - 58626 Len=76
118 50695 — 58626 Len=76
174 50695 — 58626 Len=132
277 50695 — 58626 Le| 35
174 50695 — 58626 Len=132
277 50695 — 58626 Len=235
174 50695 — 58626 Len=132

co Lengtt Info

ayed: @ (@.0%)

Dropped: @ (8.8

G

Profile:

Profile:

Kak MOXHO BUieTh, y MeHs He OBLIIO HalJeHO IIMPOKOBEeIIaTeIbHbBIX

COOOIIICHNIL.

ICMP.

Hactpoum 6psHaMaysp UTOOBI pa3pelnTh icmp 3arpockl nmox windows.

CosgaguMm inbound rule uTo6BI IpOITyCKATh MAKETHI IO icmpv4.

Default

Default
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Qaiin  [eiicrane Bua Cnpasxa
s

& Moruop 6panavayapa Sauwt] @ Macrep cosaanus npaevna Ans HOBOTO BXOAALLETO MOAKKOUEHNS X - porm—
&3 Npaswna s exopawmxnoa [~ |
Mpaswna AnA Moo AALLEr N
% Npasuna 6esonacHoctu nog

> B Habniogenve

=)

HuTOp Bparamayapa 3aumthuka Windows B pexime nactoctm -

Nma Twn npasuna Mpaeuna AnA BXOAALUNX NOAKMOHEHMA 4

€ AnyDesk | Buibepute Tn npasina GparaMayspa, KOTOpoe TPeBYeTCR CO3MATS. e
@ AnyDesk e
@ Desktop SsH Wam: L
@ Desktop SSH & Tun npasuna Mpasino kakoro Tna ssl xoTuTe Co3aaTs? E
@ Firefox B
@ [Mporpamma
@ Firefox 0 I L
a
© Firefox (C\py @ LiefcTove hilioae |
@ Firefox (C\Pf @ TMpoduns MpaBuno, yNpaBnAIOLLEE NOAKMNIOYEHAMI ANA NPOrPaMMB
Gjavawere |o Ums © Lns nopra
0 javawexe Mpaswno, ynpasnstoLLEE NOKMoYeHUAMA Ans nopTa TCP uni UDP.
N O Npenonpeenestie
() javawexe
mDNS

9 Microsoft ly| |
@ Microsoft ly| Mpasuno, ynpasnaiowiee noaknoyeHmamMi Ans onepauit Windows.

@ Microsoft Of O Hactpavsaemie t
) msedgeweby Hactpavsaemoe npasuno.

) msedgeweby

@ One Dragon

9 Steam |
@ steam I
@ steam Web | I
@ steam Web | |
9 Tailscale-In fc
@ Tailscale-In i
9 Tailscale-Pro P n
 telegramexe Hamn | Oawes || Omeena N

i solanram = |

Co3aaTk Npasuso...
OunLTPOBaTH MO NPOGUNIO >

DuALTPOBaTH MO COCTOAHMIO 4

A 4B

OuasTpoaTs Mo rpynne »
Bua »
G O6HosnTs

IKCNOPTUPOBATS CIUCOK..

Cnpaska
) javawexe

10:26
02.09.2025

< NG 2 Q) @

P Monurop 6panamayspa 3auwTHuka Windows B pexvime nosbilueHHo# 6esonacHoctn fa] X
Gaiin  [leicrene Bua Cnpaxa
e 2@ = o) P Macrep cozsanus npaguna A8 HOBOTO BXOAALLETO MOAKMOUEHUA X
Mornron pananayspa souurr| [ TR e
"4 p 6paHamay3pa 3awy pasuna Nporoxon u Aeiicrena
3 Npasvna Anm Bxoaswx nozl noprel o oL
Mpasvna AnA NooAALLErD N s YKaXuTe NPOTOKONbI ¥ MOPTHI, K KOTOPBIM NPUMEHAESTCR AaHHOE NPaBMO B BaEwR. Al SRR noAdIoCHIN
B4 Mpaswna Gesonacsocty nog|| @ AnyDesk tkexe N | || @@ Cosnars npasuno..
> B, Habnogere @ AnyDesk Wanc R=e NSl < DuALTPOBaTH MO NPodUAIL 4
@ Desktop J— YKaXHTe NopTH 1 NPOTOKOA!, K KOTOPBIM NPUMEHRETCS 3T0 NPaBIANO. mfi. N v ,
@ Desktop B UALTPOBaATE NO COCTOARHMIO
@ Firefox | @ MPorpavma mfi. N1 Y ownsposats no rpynne >
@ Firefox | @ Mpotokon v nopmsi Tun npoTokona ICMPv4 v mfi. 1 Bua »
@ Firefox (@ Osnacm T = mF. AN @ Obvomm
G Firefox( § Neserae mF. AN
@ javawex n ler. N 39 KCNOPTUPOBATH CINCOK...
@ MMpodune i .
0 jovaws] ) TokansHeii nopT: Boe noprei - Copasa
Siavawex ® M5 ler. 1
() javaweex Mpumep: 80, 443, 5000-5010 ler. n || AnyDesk -
@ Microsof YaanenHsiii nopt Bee noprsi mF. N ¥ OrkmounTs Npaswio
g Microso| mF. N & Bupesars
Microsof mF. N
€ msedgey Cde Bl n ||E2 Konwposars
() msedge\ NapameTpe! npoTokona ICMP TR— n || K Yaawms
& OneDra n Coiictea
@ steam mF. N
Cnpasxa
@ Steam mF. AN
@ steamW mF. N
O SteamW mF. N
O Tailscale| [3
O Tailscale, i
O il <toma | game> | omen JHEE "
@ telegran ler. N
#i +olonr A, n

10:35
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#® Monwrop 6panamayspa 3aumtHmka Windows e pexume noesiluexHoii Gesonacocti =
Gaiin  [eiicteve Bug Cnpaeka

o= a2@ = BE x

@ Macrep coazianus npasvna 418 HOBOTO BXOAALLETO MOAKKOYEHNA

& Vornrop Gparaneysp 3w [ e
I i A ]| e OGmocTe Sl
P Al — A Wma . . a n MpaBuna AnA BXOAALUNX NOAKMOUEHM 4
3 Npasvna anm uooasuwero nq YKaXHTe noKansHbiit W yAanenHsiii IP-aApeca, K KoTOpLIM NPUMEHRETCS AaHHO® NpaBIo.
%% Mpasuna Gesonacwocr nog|| & AnyDesk [eexe N | W3 Coaare npaswo..
AnyD: ikexe N
% HaGnonenve @ AnyDesk wane “u T ownstposats no npoduaio »
@ Desktop — mfi. N
@ Desktop ~ mfi. || Y Ownstposars no coctosnmio »
@ Firefox | ¢ 1™ va Yiaxure IP-agpeca. x Lo mfi. N Y ounstposats no rpynne 4
@ Firefox | @ MpoTokon u nopsi © Tiodoit IP-aspec mfi. 1 Bua »
@ Firefox(( @ OBnacms O Yxasannbie IP-agpeca mF. N 3 os
G| O6HosuTs
G rirefox( » Nencrone mF. N =
@ javawex| ler. 1 ||z 3xcnopmposars cimcok..
@ Mpopuns
@ javawex| ler. N ||B copasca
Qi ® Wwn
() javaweex| ler. n
(S javaweex ler. n || AnyDesk -
@ Microsof mF. N ¥ OroumTs Npasmio
HacTpoiika Tnos MHTEP®ENCoB, K KOTOPLIM NPUMEHMO AaHHOE Hactpoums
@ Microsof npasuno: mF. N & Bupesars
9 Microso| Yxaxute IP-agpeca. k nanHoe Npasuno . mF. N
P | Konuposats
() msedgey © Tiotoi IP-azpec ler. n
> N Yaanate
& msedge) O Vxasarie P-ampecs . || X
% One Dra n | Ceoiictea
@ Steam mF. N
H crpasxa
@ steam mF. N
@ steam W mF. N
O steamW mF. N
@ Tailscale| 3
O Tailscale, i
i | <Hasan Danee > Ormena |
 telegram ler. N
i volonram S— SR— P n

3axeat u3 becnpoBoaHan cetb (icmp) — O

aiin [paeka Bwa 3anyck 3axeat Axanwz Cratwcivka Tenedonws becnpoeoaHan ceaze  WMHcrpymentsl  Cnpaeka

AODAdC miBE Qe2EdF 8 E e BHE
R Npunme i Bl -+

No. Source Destination Protocol Length Info

18.434886 192.168.1. 192.168.1 request
20 19.452125 192.168.1.86 192.168.1.108 ICMP 98 Echo request
21 20.4797e6 192.168.1.86 192.168.1.108 ICMP 98 Echo (ping) request
22 21.499424 192.168.1.86 192.168.1.1080 ICMP 98 Echo (ping) request
23 22.537478 192.168.1.86 192.168.1.100 ICMP 98 Echo (ping) request
24 23.6522e0 192.168.1.86 192.168.1.108 ICMP 98 Echo (ping) request
25 24.591326 192.168.1.86 192.168.1.108 ICMP 98 Echo (ping) request
26 25.553145 192.168.1.86 192.168.1.108 ICMP 98 Echo (ping) request
27 26.621588 192.168.1.86 192.168.1.108 ICMP 98 Echo (ping) request
28 27.651728 192.168.1.86 192.168.1.100 ICMP 98 Echo request

28.629632 192.168.1. 192.168.1 request

Frame 1: 98 bytes on wire (784 bits), 98 bytes cz
Ethernet II, Src: CompalInform_e2:91:e5 (4@:c2:bs
Internet Protocol Version 4, Src: 192.168.1.86, C

Internet Control Message Protocol

q{

® L becnpoeoaHan ceTk: <live capture in progress> MNakeTbi: 29 Mpoduns: Default

Kaxk BUIJHO Ha CKPMHIIIOTE 3aIIPOCHI YCIIENTHO ITPVHVIMAKOTCA.



[TpoBepum MAC-anpeca moiyuaTesns U OTIIPABUTENS.

I mosy4daresid:

BY Aamusucrpatop: Windows PowerShell (x86)
PS C:\WINDOWS\system32> ipconfig /all

HacTpoiika npoTokona IP ana Windows

MMa KommbioTepa . W e e .. . :MSI
OcHoBHoIA DNS- cy¢¢m<c o

Tun ysna. .

IP- Mapmpyrmsaum BK/KHEHa .
WINS-NpoKCHU BK/IKHEH .

Mopsaok mpocMoTpa cy¢¢mkcos NS .

TW6puarbii

: tail5cf74b.ts.net
[HenssecTHbii apanTep Moak/io4eHWe Mo NIOKanbHOWM ceTl

CocTosHue cpegpl. . . . . .
DNS-CydMKC MOAKMKHEHNA .
Onucanue. .

OM3U4ECKHil anpec.

DHCP BKOY@H. . . . . . . . . . . : HeT

Cpesa nepeaaqy HepoCTyNHa.

: Wintun Userspace Tunnel

ABTOHACTpOiiKa BK/IKHeE
HenssecTHbii apanTep Tailscale:

DNS-CybMKC MOAK/KHEHNA .
Onucaxne .

Ou3U4ECKHil anpec.

DHCP BK/Il0YeH. .
ABTOHacTpoiika BKJioHe
IPV6-agpec.

NokansHbiii IPV6-agpec KaHana .

IPv4-agpec. . . . . . . . .
Macka noaceTw .

OCHOBHOW WW3. . . . .
NetBios 4epes TCP/IP.

: ba

: tail5cf74b.ts.net
: Tailscale Tunnel

: Het
Aa
: fd7a:115c:ale@: :7234: 249 (OcHoBHOM)
fe80: :82a6:a0e2:6a76: 8e28%6 (OCHOBHO)
: 100.94.242.73(0cHoBHOW )
: 255.255.255.255

. . @ OTK/IKHeH

Cnncok noucka DNS-CyPPUKCOB MOAKMIOHEHUS

tail5cf74b.ts.net

HenssecTHbit aganTep Moak/lHeHUe NMo NokanbHoW ceTu 2:

CocTosHMe cpegpl.
DNS-cydduKe MOAK/KHEHNUS .

B8 Aamukucrpatop: Windows PowerShell (x86)

: Cpepa nepejauM HeAOCTyMHa.

[HeusBecTHbiii apanTep Moakik4eHUe Mo NoKanbHoOM ceTn 2:

CocTosHue cpegpl. . . .
DNS-cydduKc MoAK/KHEHNUs .
Onucaxue.

Ou3UecKuil a,qpec

DHCP BK/O4eH. . . B
ABTOHacTpolka BKJ/I04eHa .

|AnanTep 6ecnpoBoaHoi NoKanbHOW ceTu

CocTosHue cpegpl. . . . . .
DNS-CyhMKC NOAKMKHEHNA .
Onucanue. .

Ou3UECKHil anpec.

DHCP BK/l0YeH.
ABTOHacTpoiika BKJioHe

AnanTep 6ecrposoaHoii NoKansHOM ceTh

CocTosHue cpepl. .
DNS-cyddukc noakioHeHua .
Onucanne. . . . .
Ousndeckuii appec.

DHCP BK/O4eH. . .
ABTOHaCTpOiiKa BK/KHeHa.

JAnanTep 6ecnpoBoaHoit NoKanbHoW ceTu

DNS-cyddpukc noaksioHeHna .
Onucanne. . . . .
Ousndeckuii appec.

DHCP BK/O4eH. . .
ABTOHACTpOiiKa BK/IOHEH
IPv4-appec.

Macka nopceTu .

ApeHga ronydeHa.

CpoK apeHfpl UCTekaeT.
OCHOBHOW WK3. .

: Cpepa nepejauM HeROCTYMHa.

: TAP-Windows Adapter V9
©0-FF-B3-2E-7B-81

: ba

: fa

Moax/y4eHne no nokanbHoil cetn® 3:

Cpesa nepeaaqy HefoCTyNHa.

: Microsoft Wi-Fi Direct Virtual Adapter #3
F4-CE-23-A@-ED-A4

: fla

: ba

MoAK/io4eHMe MO NOKaNbHON ceTu* 4:

: Cpepa nepepauM HeROCTYMHa.

Microsoft Wi-Fi Direct Virtual Adapter #4
F6-CE-23-A@-ED-A3
Aa

: Ba

BecnposoaHas ceTb:

Intel(R) Wi-Fi 6 AX201 16/
F4-CE-23-A0-ED-A3

192.168.1.100(0OcHOBHOI)
255.255.255.0

i 2 ceHTAbpA 2025 r. 9:46:07

2 ceHTsbps 2025 r. 17:23:56
192 168.1.1




B Anmunmcrpatop: Windows PowerShell (x86)
DNS-CYQOUKC MOAKMKHEHMA . . . .
Onucaxne icrosoft Wi-Fi Direct Virtual Adapter #3
Ou3MYecKuii agpec. . S 4-CE-23-A@-ED-A4
DHCP BK/OYeH. . . . E]
ABTOHacTpolKa BKJIO .. .. :l0a

JAnanTep 6ecnpoBoaHoit NokanbHo ceTu Moak/k4eHue Mo JoKanbHol ceTu* 4:

CocTosHue cpegpl : Cpepa mepefauu HeAOCTYMHa.
DNS-cydduUKC MoAKIKHeHUs . . . .

Onucanue rosoft Wi-Fi Direct Virtual Adapter #4
OusnHeckuit agpec. . ... CE-23-A@-ED-A3

DHCP BK/4eH. . . . .

ABTOHacTpolika BKJio4eHa : fla

[AnanTep 6ecrpoBoaHoii lokanbHOl ceTu BecnpoBopHas ceTb:

DNS-cydduKc noaksiHeHns

Onucanue ntel(R) Wi-Fi 6 AX201 16@MHz
OusnHeckuit agpec. . ... 4-CE-23-A@-ED-A3

DHCP BK/KO4eH. . . . ... la

ABTOHacTpoiika BK/IHe L. a

IPv4-appec e . 92.168.1.100(0CHOBHOIA)

Macka nogceTun 55.255.255.0

ApeHga monydeHa . . : 2 ceHTa6ps 2025 r. 9:46:07
CpoK apeHzpl ucTekaeT . . i 2 ceHTabpa 2025 r. 17:23:56
OcHoBHOI W3 2.168.1.1

DHCP-cepsep. 192.168.1.1

DNS-cepsepbi . 192.168.1.1

NetBios 4epes TCP/IP : BkioveH

[AnanTep Ethernet CeTesoe noaknkudenue Bluetooth:

CocTosHue cpegpl : Cpega nepefiadM HeAOCTYyMHa.
DNS-CygdUKC MOAKIOHEHNA . . . .
Onucanue . luetooth Device (Personal Area Network)
OusMdeckuii agpec. 4-CE-23-A@-ED-A7
DHCP BK/OYeH. . . . . E]
ABTOHacTpoiika BKJloHe 5 a
PS C:\WINDOWS\system32>

Ina oTipaBuTend:

ip link show 5 10:44

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default glen 1000
1link/loopback @0:00:00:00:00:90 brd @0:00:00:00:00:00
2: enp2s@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ gdisc fq_codel state UP mode DEFAULT group default glen
1000
link/ether 4@:c2:ba:e2:91:e5 brd ff:ff:ff:Ff:ff:Ff
altnome enx4@c2bae291e5
3: wlp3s@: <BROADCAST,MULTICAST> mtu 150@ gdisc noop state DOWN mode DEFAULT group default qlen 1000

link/ether @2:d7:77:b4:08:0e brd ff:ff:ff:ff:ff:ff permaddr d@:39:57:88:3f:4b
altname wlxd@3957883f4b

4: toilscale®: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1280 qdisc fq_codel state UNKNOWN mode DEFAULT gr
oup default glen 500

1link/none
5: tun@: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1500 qdisc fg_codel state UNKNOWN mode DEFAULT group de
fault qlen 500

link/none

[TocMoTpUM cofiepKUMOe ITaKEeTOB.



axear ua becnpogoanas cets (icmp)

Mpaeka Bua 3anyck 3axear Awanuz Cratucivka Tenedonv becnpoeoaras cesss MHcTpymenTsl  Cnpaska

ADAG mBRBE Qe>EF IE E Q )]

Destination Protocol Length Info
.591326 .168.1. 192.168.1. request 1d=0x@001, seq=31/7936, ttl=64 (no response found!)
.553145 . 1. 192.168.1. request 1d=@x@@01, seq=32/8192, ttl=64 (no response found!)
.621588 - ol 192.168.1. request 1d=0x0001, 3/8448, ttl=64 (no response found!)
.651720 s cils 192.168.1. request 1d=0x@@01, seq=34/8704, ttl=64 (no response found!)
.629632 .1, 192.168.1. request id=0xeee1, 5/8960, response found!)
. . 1d=0x0001, 5 response
.716918 o oo 192.168.1. (ping) request 1id=0x@001, response found!)
.698647 .168.1. 192.168.1. (ping) request id=0x@001, response found!)
.719899 .168.1. 192.168.1. (ping) request id=exeee1, response found!)
.746220 .168.1. 192.168.1. (ping) request id=exeee1, 0/10240, ttl=64 (no response found!)
.823047 .168.1. 192.168.1. (ping) request id=exeee1, 1/10496, ttl=64 (no response found!)
.847733 5 oo 192.168.1. (ping) request 1id=0x@001, =64 (no response found!)
192.168.1. (ping) request id=0x@0e1, (no response found!)
192.168.1. (ping) request 1d=0x0001, seq=: (no response found!)
192.168.1. (ping) request 1d=0x8001, seq=45, (no response found!)

» Frame 30: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface \Devi #--@
~ Ethernet II, Src: CompalInform_e2:91:e5 (40:c2:ba:e2:91:e5), Dst: Intel_a@:ed:a3 (f4:c W ee >
» Destination: Intel_a@:ed:a3 (f4:ce:23:a@:ed:a3) d--0p $-h
» Source: CompalInform e2:91:e5 (4@:c2:ba:e2:91:e5)
Type: IPv4 (0x0800) . 1" #$%
[Stream index: @] &' ()*+,- ./012345
» Internet Protocol Version 4, Src: 192.168.1.86, Dst: 192.168.1.100 &

[l Internet Control Message Protocol

]

® B becnposoanan cers: <live capture in progress> Makersr: 39 Mpodmas: Default

Kaxk BUIIHO II0 CHIIMKY 9KpaHa aJgpeca COBIIAaI0T C ITOJIYUEHHBIMU paHEE.

Bri6epem bbc.com, cnn.com, vogue.com B KauecTBe 3apyOe>KHBIX CMIL.

B2 Aammnucrpatop: Windows PowerShell (x86)
PS C:\WINDOWS\system32> ping bbc.com

[06MeH nakeTamm ¢ bbc.com [151.101.0.81] c 32 6aifTaMmu AaHHbIX:
[OTBeT oT 151.101.0.81: 4ucno A spema=13mc TT 6
[OTBeT oT 151.101.0.81: 4ucno BpemMA=16Mc

[OTBeT oT 151.101.0.81: 4ucno BpemMa=15Mc

OTBeT OT 151.101.0.81: uucno Gaii BpemMa=17Mc

[CraTucTuka Ping gna 151.101.0.81:

MNakeToB: OTnpaBneHo = 4, nony4eHo = 4, NoTepsaHO

(e% noTepb)
MpubnusuTenbHoe Bpems npuema-nepefady B Mc:

MuHumanoHoe = 13mcek, MakcumanbHoe = 17 mcek, CpegHee = 15 mcek
PS C:\WINDOWS\system32> ping cnn.com

06MeH nakeTamm ¢ cnn.com [151.101.131.5] ¢ 32 6aiiTamM1 AaHHbL
OTBeT oT 151.101.131.5: 4ucno 6aiiT=32 Bpema=15mc TTL=56
OTBeT oT 151.101. .5: 4ucno 6aitT=32 Bpema=15mMc TTL=56
OTBeT oT 151.101. . umucno 6aiiT=32

OTeeT oT 151.1€1. .5: 4ucno 6anT=32

[CraTucTuka Ping gna 151.101.131.5:
MNakeToB: OTnpaBneHo = 4, nony4eHo = 4, NOTepsAHO = ©
(©% noTepb)
MpubnusuTensHoe Bpems npuema-nepefadn B Mc:
MuHumansHoe = 13mcek, MakcumanbHoe = 19 mcek, CpegHee
PS C:\WINDOWS\system32> ping vogue.com

j06mMeH nakeTamm ¢ vogue.com [151.161.128.239] ¢ 32 6aiiTaMu AaHHbIX:
OTBeT OT 151.101.128.239: 4ucno 6a 32 Bpema=14mc

OTBeT OT 151.1081.128.239: 4ucnio 6aiiT=32 Bpema=16Mc

[OTBeT oT 151.101.128.23 sucno 32 Bpema=17mMc

OTBeT oT 151.101.128.239: 4ucno

[CTaTucTuka Ping ans 151.101.128.

NaKeToB: OTMpaBneHo = 4, MOMyYeHo = 4, NOTEpAHO = @

(6% noTepb)
Mpu6nusuTensHoe Bpems npueMa-nepefayn B Mc:

MuHumansHoe = 14mcek, MakcumanbHoe = 17 mcek, CpegHee = 15 mcek
PS C:\WINDOWS\system32> _

[Nonyunnuce cienyroiuue ip:

CMI ip
bbc.com 151.101.0.81
cnn.com 151.101.131.5

vogue.com | 151.101.128.239




3axear u3 becnposoaHas ceTb (icmp)

Gaiin [paeka Bua 3anyck 3axear Awanuz Cratucivka Tenedonv becnpoeoaras cesss MHcTpymenTsl  Cnpaska

ADAde mBARRE Re>EFIE E @ )]

Source Destination Protocol Length Info
reply
request id=0xeee1,

10.788838 192.168.1.100 151.101.131.5 Echo (ping) request id=0x@eel1, tt1=128 (reply in 10)
10.803710 151.101.131.5 192.168.1.100 Echo (ping) reply  id=0x@ee1l, tt1=56 (request in 9)
11.802873 192.168.1.100 151.101.131.5 Echo (ping) request id=exeee1, , ttl=128 (reply in 12)
.818262 151.101.131.5 192.168.1.100 Echo (ping) reply  id=exeee1, , ttl=56 (request in 11)
.829551 192.168.1.100 151.101.131.5 Echo (ping) request id=exeeel, tt1=128 (reply in 14)
.842608 151.101.131.5 192.168.1.100 Echo (ping) reply  id=exeeel, tt1=56 (request in 13)
.870083 192.168.1.100 151.101.131.5 Echo (ping) request id=exeeel, tt1=128 (reply in 16)
.889709 151.101.131.5 192.168.1.100 Echo (ping) reply  id=exeeel, tt1=56 (request in 15)
.826572 192.168.1.100 151.101.128.239 Echo (ping) request id=0x@ee1, tt1=128 (reply in 18)
25.840148 151.101.128.239 192.168.1.100 Echo (ping) reply  id=0x@ee1l, tt1=56 (request in 17)
26.842886 192.168.1.100 151.101.128.239 Echo (ping) request id=0x@@01, seq=10/256@, ttl=128 (reply in 20)
26.858832 151.101.128.239 192.168.1.100 Echo (ping) reply 1d=0x@001, seq=10/2560, ttl=56 (request in 19)
Frame 8: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Devic ce 23 a0 ed a3 50 ff 20 57 8b 2c @8 @0 45 @0 #---P- W-,--E
Ethernet II, Src: Keenetic_57:8b:2c (50:ff:20:57:8b:2c), Dst: Intel_a@:ed:a3 (f4:ce:23 3c 62 85 @0 00 38 @1 c6 79 97 65 00 51 cO a8 <b---8- -y-eQ
) Destination: Intel_a@:ed:a3 (f . 64 00 00 55 57 00 @1 ©0 04 61 62 63 64 65 66 d--uw abcde:
» Source: Keenetic 57:8b: - ff:20:57:8b: 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv
Type: IPv4 (@x0800) 61 62 63 64 65 66 67 68 69 wabcdefg hi
[Stream index: @]
Internet Protocol Version 4, Src: 151.101.0.81, Dst: 192.168.1.100
Internet Control Message Protocol

]

® B becnposoaan cets: <live capture in progress> MakeTbl: 24 Mpoduns: Default

8 3axeat vz becnposoaHan ceTh (icmp)

ADAG mARRE FRe>=EF IR & Hom

Gaiin [lpaska Bua 3anyck 3axear Awanus Cratvciuka Tenegowus Becnposoaman cesss UHCTpymentsi Cnpaska

Source Destination Protocol Length Info
2.048250 151.101.0.81 192.168.1.100 Echo (ping) reply id=exeee1, /768, ttl=56 (request in 5)
3.048487 192.168.1.100 151.101.0.81 Echo (ping) request id=0x@001, /1024, tt1=128 (reply in 8)
3.066062 151.101.0.81 192.168.1.100 Echo (ping) reply  id=ex@ee1, /1024, tt1=56 (request in 7)
10.788838 192.168.1.100 151.101.131.5 Echo (ping) request id=0x@ee1, tt1=128 (reply in 10)
10.803710 151.101.131.5 192.168.1.100 Echo (ping) reply  id=0x@eel, seq=5/1280, ttl=56 (request in 9)
11.802873 192.168.1.100 151.101.131.5 Echo (ping) request id=0x@001, seq=6/1536, tt1=128 (reply in 12)

12.829551 192.168.1.168 151.101.131.5 Echo (ping) request id=0x@001, seq=7/1792, ttl=128 (reply in 14)
12.842608 151.101.131.5 192.168.1.100 Echo (ping) reply  id=exeeel, tt1=56 (request in 13)
13.870083 192.168.1.100 151.101.131.5 Echo (ping) request id=0x0e01, , tt1=128 (reply in 16)
13.889709 151.101.131.5 192.168.1.100 Echo (ping) reply  id=exeeel, tt1=56 (request in 15)
25.826572 192.168.1.100 151.101.128.239 Echo (ping) request id=exeeel1, tt1=128 (reply in 18)
25.840148 151.101.128.239 192.168.1.100 Echo (ping) reply  id=0x@@01, seq=9/2304, ttl=56 (request in 17)
26.842886 192.168.1.100 151.101.128.239 Echo (ping) request id=exeeel, 0/2560, ttl=128 (reply in 20)
26.858832 151.101.128.239 192.168.1.100 Echo (ping) reply seq=10/2560, ttl=56 (request in 19)

Frame 12: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Devi ce 23 a0 ed a3 50 ff 20 57 8b 2c @8 00 45 00 #

Ethernet II, Src: Keenetic_57:8b:2c (50: 20:57:8b:2c), Dst: Intel_a@:ed:a3 (f4:ce:23 3c f2 87 00 @0 38 @1 b3 c2 97 65 83 @5 cO a8

» Destination: Intel_a@:ed:a3 (f4:ce:23:a0:ed:a3) 64 00 00 55 55 @@ @1 @0 06 61 62 63 64 65 66 d--u abcde

» Source: Keenetic_57:8b:2c (50:ff:20:57:8b:2c) 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv
Type: IPv4 (x0800) 61 62 63 64 65 66 67 68 69 wabcdefg hi
[Stream index: @]

Internet Protocol Version 4, Src: 151.101.131.5, Dst: 192.168.1.100

Internet Control Message Protocol

]

® B becnposoatas cets: <live capture in progress> Makersr: 24 Mpodwns: Default




(8 3axear u3 becnpogoanan cets (icmp)

Gaiin [paska Bua 3anyck 3axsar Awanvs Cramuciika Tenegomma  becnposoawan cemss UHCTpyMeHTsl  Cripaska

ADAG mARE Qe>EFIEE QAaa@ER

Destination Protocol Length Info

6 2.048250 .1e1. .168.1.100 Echo (ping) reply i seq=3/768, ttl=56 (request in 5)

7 3.048487 o o o .0.81 Echo (ping) request i tt. 8 (reply in 8)

8 3.066062 B . N .1.100 Echo (ping) reply i ttl=56 (request in 7)
10.788838 .168. .101.131.5 Echo (ping) request i seq=5/1280, tt1=128 (reply in 10)
10.803710 .101. .168.1.100 Echo (ping) reply i seq=5/1280, ttl=56 (request in 9)
11.802873 .168.1. .101.131.5 Echo (ping) request i , seq=6/1536, ttl=128 (reply in 12)
11.818262 .101.131. .168.1.100 Echo (ping) reply i , seq=6/1536, ttl=56 (request in 11)
12.829551 .168. .101.131.5 Echo (ping) request i seq=7/1792, ttl=128 (reply in 14)
12.842608 .1e1. .168.1.100 Echo (ping) reply i seq=7/1792, ttl=56 (request in 13)
13.870083 .168. .101.131.5 Echo (ping) request i 5eq=8/2048, tt1=128 (reply in 16)
13.889709 .101. .168.1.100 Echo (ping) reply i seq=8/2048, ttl=56 (request in 15)
25.826572 .168. .101.128.239 Echo (ping) request i seq=9/2304, ttl=128 (reply in 18)

ICMP i request )
ICMP reply /2560, ttl=56 (request in 19)

Frame 18: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Devi ce 23 a0 ed a3 50 ff 20 57 8b 2c @8 @0 45 @0

Ethernet II, Src: _57:8b:2¢c (50:ff 57:8b:2c), Dst: Intel_a@:ed:a3 (f4:ce:23 3c 27 b8 @0 @0 38 @1 80 a8 97 65 80 ef co a8 8 e

» Destination: 64 00 00 55 52 00 @1 ©0 09 61 62 63 64 65 66 d--UR abcdef
7 68 69 6a 6b 6¢ 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv

» Source: Keenetic_5 P
61 62 63 64 65 66 67 68 69 wabcdefg hi

Type: IPv4 (©x0800)

[Stream index: @]
Internet Protocol Version 4, Src: 151.101.128.239, Dst: 192.168.1.100
Internet Control Message Protocol

]

® B becnposoaan cets: <live capture in progress> MakeTbl: 24 Mpoduns: Default

MAC appec nosyuaTess Bcerga ocTaeTcd OQHIUM U TeM Xe. Bece
OTIIpaBJIieMble MaKeThl IPOXOAAT Uepe3 MapIIpyTU3aTOp, TaK KaK BCe Y3JIbI
3a IpeaeyaMy JOKaJIbHOM CEeTI.

TCP.
B kauectBe FTP cepBepa Oyay mcrnonb3oBats ftp.gnu.org. [loayunum ero
azpec.

PS C:\WINDOWS\system32> nslookup ftp.ghu.org
KETXE: UnKnown
Address: 192.168.1.1

He EECJ'I}J’HHEEI-ULU,HF‘I AOEEpPHMA OTEET.

L . ftp.gnu.org
Addresses: 20801:479:142:3::b
209.51.188.290

PS C:\WINDOWS\system32>

Bxorounm nepexsat B Wireshark.



3axgar v becripogoanan ceto

Gaiin [paeka Bua 3anyck 3axear Awanuz Cratucivka Tenedonv becnpoeoaras cesss MHcTpymenTsl  Cnpaska

ADAS mABR Red>EF IE E X )]

N tcp and ipaddr == 209.51.18;

Time Source Destination Protocol Length Info
3 0.919100 192.168.1.100 209.51.188.20 81 Request: PORT 192,168,1,100,199,79
4 1.125948 209.51.188.20 192.168.1.100 54 21 > 50659 [ACK] Seq=1 Ack=28 Win=502 Len=0
5 1.125948 209.51.188.20 192.168.1.100 FTP 105 Response: 200 PORT command successful. Consider using PASV.
6 1.159607 192.168.1.100 209.51.188.20 FTP 60 Request: NLST
7 1.334690 209.51.188.20 192.168.1.100 TCP 74 20 > 51023 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=4071920625 TSecr=0 WS=128
8 1.334690 209.51.188.20 192.168.1.100 TCP 54 21 > 50659 [ACK] Seq=52 Ack=34 Win=502 Len=0
9 1.335971 192.168.1.100 209.51.188.20 TCP 74 51023 > 20 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=@ MSS=146@ WS=256 SACK_PERM TSval=59@3411 TSecr=49..
10 1.536416 209.51.188.20 192.168.1.100 FTP 93 Response: 150 Here comes the directory listing.
11 1.536416 209.51.188.20 192.168.1.100 TCP 66 20 > 51023 [ACK] Seg=1 Ack=1 Win=64256 Len=0 TSval=4071920805 TSecr=5903411
12 1.536416 209.51.188.20 192.168.1.100 FTP-DA.. 316 FTP Data: 250 bytes (PORT) (PORT 192,168,1,100,199,79)
13 1.536416 209.51.188.20 192.168.1.100 TCP 66 20 > 51023 [FIN, ACK] Seq=251 Ack=1 Win=64256 Len=0 TSval=4071920807 TSecr=5903411
14 1.536855 192.168.1.100 209.51.188.20 TCP 66 51023 > 20 [ACK] Seg=1 Ack=252 Win=65280 Len=0 TSval=5903612 TSecr=4071920807
15 1.592431 192.168.1.100 209.51.188.20 TCP 66 51023 > 20 [FIN, ACK] Seq=1 Ack=252 Win=65280 Len=0 TSval=5903668 TSecr=4071920807
16 1.592519 192.168.1.100 209.51.188.20 TCP 54 50659 > 21 [ACK] Seq=34 Ack=91 Win=8153 Len=0
17 1.667600 209.51.188.20 192.168.1.100 FTP 78 Response: 226 Directory send OK.
- 18 1.720009 192.168.1.100 209.51.188.20 TCP 54 50659 -» 21 [ACK] Seq=34 Ack=115 Win=8129 Len=0
1.735073 209.51.188.20 192.168.1.100 TCP 66 20 > 51023 [ACK] Seq=252 Ack=2 Win=64256 Len=0 TSval=4071921062 TSecr=5903668

Frame 3: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Dev~ 0000 57 8b 2c f4 ce 23 a@ ed a3 @8 00 45 @0 W,

Ethernet II, Src: Intel_a a3 (f4 d:a3), Dst: Keenetic_57:8b:2c (50:ff: 00 43 6C 04 40 00 80 066 ©0 00 cO a8 ©1 64 dl 33 cl-@

» Destination: Keenetic_57:8b:2c (50:ff:20:57 12¢) 14 c5 e3 @0 15 7f 50 b6 56 a5 c6 dc eb 50 18 P Vv

» Source: Intel_a@:ed:a3 (f4:ce:23:a0:ed:a3) 7c 4f 8a @0 @0 50 4f 52 54 20 31 39 32 2¢ 31 |o-- PO RT 192,1
Type: IPv4 (@x8800) 36 38 2c 31 2c 31 30 30 2c 31 39 39 2c 37 39 @d 68,1,180 ,199,79
[Stream index: @] éa

Internet Protocol Version 4, Src: 192.168.1.100, Ds 209.51.188.20

Transmission Control Protocol, Src Port: 50659, Dst Port: 21, Seq: 1, Ack: 1, Len: 2

File Transfer Protocol (FTP)

[Current working directory: ]

[Command response frames: @]

[Command response bytes: @]

]

® B becnposoaan cets: <live capture in progress> MakeTsi: 116 - OToBpaxeHo: 17 (14.7%) Mpoduns: Default

3axsart u3 becnpoBoaHas ceTb

Gaiin [paska Bua 3anyck 3axsar Awanus Cratuciuka Teegowms  becnposoaran ceass MHCTpymewtel  Cripaska

ADAG mBRE Re>ETF I N aaamER
N tcp and ip.addr == 209.51.188.20

No Time Source Dectination Pratacol 1 enath Info

~ Transmission Control Protocol, Src Port: 50659, Dst Port: 21, Seq: 1, Ack: 1, Len: 24 50 ff 20 57 8b 2c f4 ce 23 a0 ed a3 08 @0 45 L # =
Source Port: 50659 00 43 6C 04 40 00 80 06 00 00 cO a8 01 64 dl cl-@ d-3
Destination Port: 21 bc 14 c5 e3 @0 15 7f 50 b6 56 a5 c6 dc eb 50 P v P
[Stream index: 1] la 7c 4f 8a @0 00 50 4f 52 54 20 31 39 32 2c lo PO RT 192,1
[Stream Packet Number: 1] 36 38 2c 31 2c 31 30 30 2c 31 39 39 2c 37 39 68,1,100 ,199,79

[Conversation completeness: Incomplete (12)] g8

[TCP Segment Len: 27]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 2135995990
[Next Sequence Number: 28 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 2781273323
0101 .... = Header Length: 20 bytes (5)
Flags: @x@18 (PSH, ACK)
000. - . = Reserved: Not set
...0 . . = Accurate ECN: Not set
. = Congestion Window Reduced: Not set
ECN-Echo: Not set
. Urgent: Not set
. = Acknowledgment: Set
. = Push: Set
. = Reset: Not set
Not set
[TCP Flags:
Window: 6780
[Calculated window size: 6780]
[Window size scaling factor: -1 (unknown)]
Checksum: ©x4f8a [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
» [Timestamps]
]

® B Becnposoatas cets: <live capture in progress> Maketei: 1097 - OToBpaxeHo: 17 (1.5 TMpoduns: Default



3axgar v becripogoanan ceto

Gaiin [paeka Bua

AD4Ade mBRB

09.51.188.20

3anyck 3axear Awanvz Cratucivka  Tenedowus

EDEFIE

BecnpoBoaran cenzs

M tep and ipaddr ==

No Time Sairce Dectination Pratacal 1 enath Infa

~ Transmission Control Protocol, Src Port: 21, Dst Port: 50659, Seq: 1, Ack: 28, Len:

Source Port: 21

Destination Port: 50659

[Stream index: 1]

[Stream Packet Number: 2]

[Conversation completeness: Incomplete (28)]

[TCP Segment Len: @]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 2781273323

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 28 (relative ack number)

Acknowledgment number (raw): 2135996017
0101 .... = Header Length: 20 bytes (5)
Flags: ex@1@ (ACK)

000. . .

Reserved: Not set
Accurate ECN: Not set
Congestion Window Reduced: Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Reset: Not set
Not set
.. Not set
[TCP Flags:
Window: 502
[Calculated window size: 502]
[Window size scaling factor: -1 (unknown)]
Checksum: @xe@lc [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
» [Timestamps]
«

Becnposoaran cet: <live capture in progress>

(8 3axear u3 becrposoaHan ceTh

Daiin

AD4AdGe mARRB

M tcp and ip.addr == 209.51.188.20

Mpaska Bua 3anyck 3axear Awanus

] &

Cratuctuka  TenedoHus

EFIE

BecnpogoaHas ¢

«Q [

No Time Source Dectination Protacol | enath Infa

~ Transmission Control Protocol, Src Port: 21, Dst Port: 50659, Seq: 1, Ack: 28, Len:
Source Port: 21

Destination Port: 50659

[Stream index: 1]

[Stream Packet Number: 3]

[Conversation completeness: Incomplete (28)]

[TCP Segment Len: 51]
Sequence Number: 1
Sequence Number (raw):
[Next Sequence Number:
Acknowledgment Number:
Acknowledgment number
elel
Flags

(relative sequence number)
2781273323

52 (relative sequence number)]
28 (relative ack number)
(raw): 2135996017

. = Header Length: 20 bytes (5)

0x818 (PSH, ACK)

Reserved: Not set

Accurate ECN: Not set

Congestion Window Reduced: Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: Set

Reset: Not set

Syn: Not set

Fin: Not set

AP---]

[TCP Flags
Window: 502
[Calculated window size: 502]
[Window size scaling factor: -1 (unknown)]
Checksum: ©x34bc [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
» [Timestamps]
]

® B becnpoeoanan cers: <live capture in progress>

ncrpymensi

WHcTpymenTsi

Cnpaska

ce 23 a0 ed a3 50 ff 20 57 8b 2c @8 @0 45 @0
28 55 48 40 00 34 06 a2 33 d1 33 bc 14 co a8
64 00 15 c5 e3 a5 c6 dc eb 7f 50 b6 71 50 10
6 e@ 1c 00 0o

Maketsl: 1582 - Otobpaxeno: 20 (1

Crpaska

20 © PORT c
ommand s uccessfu
1. Consi der usin
g PASV.

MNaketel: 1850 - OTo6pasxeHo: 20 (1.19

I1oJie 1

2 3

1p src 192.168.1.100

209.51.188.20 | 209.51.188.20

ip dst 209.51.188.20

192.168.1.100 | 192.168.1.100

src port # 50659

21 21

dst port # 21

50659 50659

#

1 1

ackn #

28 28

header len 20

20 20

window size 6780

502 502

Mpoguss: Default

Mpogune: Default



Ecnu npumenuts puabtp ftp and ip.addr == 209.51.188.20, TO MOKHO
MOJIYYUTH TOJIBKO ftp makeTsr.

(8 3axear w3 becrposoaHan ceTb

Gaiin [paska Bua 3a 3axear Awanuz Cramcruka Teneponns  Becrnpoe er3b  UHCTpymenTs  Cripaska
ADAG mARRE QRe>EFIEE QaQERE
N ftphnd ip.addr == 209.51.188.20

No. Time Source Destination Protocol Length Info
3 0.919100 192.168.1.100 209.51.188.20 81 Request: PORT 192,168,1,100,199,79
5 1.125948 209.51.188.20 192.168.1.100 105 Response: 200 PORT command successful. Consider using PASV.
6 1.159607 192.168.1.160 209.51.188.20 60 Request: NLST
10 1.536416 209.51.188.20 192.168.1.100 93 Response: 150 Here comes the directory listing.
17 1.667600 209.51.188.20 192.168.1.100 78 Response: 226 Directory send OK.
1566 301.772293 209.51.188.20 192.168.1.100 68 Response: 421 Timeout.
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3akKJIroueHme.

B xome pabots! s ¢ momoniso Wireshark nsyumn nporokossr creka TCP/IP,
HayuWJICS IlepeXBaThIBaTh U GUIBTPOBATH TpaduK, aHaIu3uposaTs ICMP- u
TCP-mtakeTsl, onmpenensaTh aKTUBHBIE Y3JbI U MOPTHI. [IpakTuka 3akpennia
MMOHMMaHUe MPYHIUIIOB B3aMOIEIICTBUS YCTPOIICTB B CETU U PAOOTHI
CeTeBBIX IIPOTOKOJIOB.
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