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Ilesxp paboThI:

[TonyunTh mpakTUUYecKye HaBbIKM pabOTHI C CETEBOII ImoacucTeMoil B Linux,
Hay4UTCSA YIPABJIATD IT0Ib30BATEIAMI, IIpaBaMy Ha (aiiyibl M KaTaJlory,
Hay4YUThCSA HaCTpamBaTh ceTeBble MHTepdericer, NAT u HacTpamBars ssh.

Yacts 1. [TogroroBka KoHUryparmm.

Y cebs Ha MaIIyHe g CO37aJ HOBYIO BUPTYJIBHYIO CETh:

virsh net-define /tmp/intnet.xml
virsh net-autostart intnet
virsh net-start intnet

Copepsxanne daita /tmp/intnet.xml:

<network>
<name>intnet</name>
<forward mode='none'/>
</network>

K mepBoit MatmHe s 10OaBIII JOIIOJIHUTEIbHBIN MHTEpdeTic,
IMOAKJIIOYEHHBIN K ceTH intnet:

virsh attach-interface --domain ubuntu24.04 --type network --
source intnet --model virtio --config --live

BTOpYIO MalllHYy d IIOJTHOCTBIO II€EPEBEJI BO BHYTPEHHIOIO CETh:

virsh detach-interface --domain ubuntu24.04-clone --type
network --mac 52:54:00:76:1f:db --config --live

virsh attach-interface --domain ubuntu24.04-clone --type
network --source intnet --model virtio --config --live



A~

ssh nikml92.168.122.33

nikml92.168.122.33's password:

Welcome to Ubuntu 24.84.3 LTS (GNU/Linux 6.8.0-85-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https: //landscape.canonical.com
* Support: https: //ubuntu.com/pro

System information as of Tue Oct 7 ©7:57:15 AM UTC 2825
System load: 0.11 Processes: 157
Usage of /: 43.9% of 11.21GB Users logged in: %]
Memory usage: 6% IPv4 address for enpls@: 192.168.122.33
Swap usage: 0%
Expanded Security Maintenance for Applications is not enabled.
® updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

Last login: Tue Oct 7 ©7:47:53 2825 from 192.168.122.1
nikac7-1:~%




nikac7-1:~$ ssh nikal10.0.8.2
nikale.0.8.2's password:
Welcome to Ubuntu 24.84.3 LTS (GNU/Linux 6.8.8-85-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https: //landscape.canonical.com
* Support: https: //ubuntu.com/pro
System information as of Tue Oct 7 87:58:07 AM UTC 2825
System load: 8.0 Memory usage: 6% Processes: 162
Usage of /: 44.4% of 11.21GB Swap usage: 8% Users logged in: 1
Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

Last login: Tue Oct 7 ©7:48:82 2825 from 18.0.0.1
nikac7-2:~%

Ha c7-1:

nikac7-1:~$ sudo nvim /etc/netplan/6@-intnet.yaml
nikac7-1:~$ sudo netplan apply

#* (generate:2292): WARNING ##: .285: Permissions for /etc/netplan/6@-intnet.yaml are too open. Netplan configura
tion should NOT be accessible by others.

#* (process:2290): WARNING #*: 88:87:57.598: Permissions for /etc/netplan/6@-intnet.yaml are too open. Netplan configurat
ion should NOT be accessible by others.

#x (process:2290): WARNING *x: 08:87:5 2: Permissions for /etc/netplan/6@-intnet.yaml are too open. Netplan configurat
ion should NOT be accessible by others.
nik&c7-1:~$ cat /etc/netplan/6@-intnet.yaml
network:

version: 2

ethernets:

enp8s@:
addresses: [10.0.0.1/24]

nikac7-1:~%




nikac7-1:~$ ping 10.08.8.2

PING 10.0.8.2 (19 0.08.2) 56(84) bytes of data.

64 bytes from 18. : icmp_seqg=1 ttl=64 time=8.401
64 bytes from .0.0.2: icmp_seq=2 ttl=64 time=08.403
64 bytes from .0.0.2: icmp_seq=3 ttl=64 time=0.388
64 bytes from .0.0.2: icmp_seq=4 ttl=64 time=0.513
64 bytes from .0.0.2: icmp_seq=5 ttl=64 time=8.567
o

--- 10.0.0.2 ping statistics ---

5 packets transmitted, 5 received, B% packet loss, time 4122ms
rtt min/avg/max/mdev = ©.388/0.454/8.567/0.872 ms
nikac7-1:~$

nikac7-1:~$% ping 8.8.8.8

PING 8.8.8.8 (8.8. .8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=3 ttl=117 time=704 ms

64 bytes from 8.8.8.8: icmp_seq=4 ttl=117 time=830 ms

64 bytes from 8.8.8.8: icmp_seq=8 ttl=117 time=1833 ms

64 bytes from 8.8.8.8: icmp_seq=18 ttl=117 time=893 ms

64 bytes from 8.8.8.8: icmp_seq=11 tt1=117 time=1823 ms

S

--- 8.8.8.8 ping statistics --—-

12 packets transmitted, 5 received, 58.3333% packet loss, time 11172ms
rtt min/avg/max/mdev = 783.785/896.698/1833.467/123.649 ms, pipe 2
nikac7-1:~$

nikac7-1:~$ sudo nvim /etc/sysctl.conf

nikac7-1:~$ cat /etc/sysctl.conf | grep net.ipv4.ip_forward=1
net.ipv4.ip_forward=1

nikac7-1:~$ sudo sysctl -p

net.ipvd4.ip_forward = 1

nikac7-1:~$ sudo iptables -t nat -A POSTROUTING -o enpls® -j MASQUERADE
nikmc7-1:~$%

Ha c7-2:



nikac7-2:~% sudo netplan apply

*+ (generate:1921): WARNING **: 88:13:36.606: Permissions for /etc/netplan/6@-intnet.yaml are too open. Netplan configura
tion should NOT be accessible by others.

*xx (process:1919): WARNING ##: ©8:13:36.991: Permissions for /etc/netplan/6@-intnet.yaml are too open. Netplan configurat
ion should NOT be accessible by others.

*+ (process:1919): WARNING #*: 88:13:37.855: Permissions for /etc/netplan/6@-intnet.yaml are too open. Netplan configurat
ion should NOT be accessible by others.
nikac7-2:~$ cat /etc/netplan/6@-intnet.yaml
network:
version: 2
ethernets:
enplse:
addresses: [10.8.0.2/24]
routes:
- to: default
via: 10.8.9.1
nameservers:
addresses: [8.8.8.8,77.88.8.1]
nikac7-2:~%

nikac7-2:~% ping 10.0.0.1

PING 10.0.8.1 (10.8.8.1) 56(84) bytes of data.

64 bytes from 10.0

64 bytes from 10.0

64 bytes from 10.80
.8

.0.1: icmp_seq=1 ttl=64 time=08.391
.0.1: icmp_seqg=2 ttl=64 time=0.595
.0.1: icmp_seq=3 ttl=64 time=0.480
64 bytes from .0.1: icmp_seq=4 ttl=64 time=0.518
AC
--- 10.0.0.1 ping statistics ---
4 packets transmitted, 4 received, @% packet loss, time 3878ms
rtt min/avg/max/mdev = ©.391/0.496/0.595/0.873 ms

nikac7-2:~%

nikac7-2:~$ ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=116 time=996 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=116 time=1086 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=116 time=1183 ms

64 bytes from 8.8.8.8: icmp_seqg=6 ttl=116 time=959 ms

A

--- 8.8.8.8 ping statistics ---

7 packets transmitted, 4 received, 42.8571% packet loss, time 6@56ms
rtt min/avg/max/mdev = 958.750/1856.080,/1182.953/86.657 ms, pipe 2
nikac7-2:~%

Yacte 2. Co3manue nmouab3oBaTesieil M HacTpoiika OpenSSH Server
(sshd).

A Cco3aaJI IT0JIb30BaTEIA Ha KayKI0M MaIlllTHe:



nikac7-1:~% sudo adduser nik-c7-1
info: Adding user ‘nik-c7-1'
info: Selecting UID/GID from range 1808 to 59999
info: Adding new group “nik-c7-1' (1e@1)
info: Adding new user “nik-c7-1' (1@€1) with group “nik-c7-1 (1001)'
info: Creating home directory */home/nik-c7-1'
info: Copying files from “/etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for nik-c7-1
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] Y
info: Adding new user “nik-c7-1' to supplemental / extra groups “users'
info: Adding user “nik-c7-1' to group ‘users'
nikac7-1:~$ id nik-c7-1
uid=1001(nik-c7-1) gid=1001(nik-c7-1) groups=1001(nik-c7-1),10@(users)
nikac7-1:~%

nikac7-2:~$ sudo adduser nik-c7-2
[sudo] password for nik:
info: Adding user “nik-c7-2'
info: Selecting UID/GID from range 1888 to 59999
info: Adding new group “nik-c7-2' (180@1)
info: Adding new user ‘nik-c7-2' (1001) with group “nik-c7-2 (1ee1)'
info: Creating home directory */home/nik-c7-2'
info: Copying files from “/etc/skel'’
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for nik-c7-2
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n]
info: Adding new user ‘nik-c7-2' to supplemental / extra groups ‘users'
info: Adding user “nik-c7-2' to group ‘users’'
nikac7-2:~$ id nik-c7-2
uid=1081(nik-c7-2) gid=1@81(nik-c7-2) groups=1801(nik-c7-2),188(users)
nikac7-2:~$

3aTeM s HacTpows Ssh Ha 00eux MaIllfHax:




¥ 11:39 AM : % v 4 o ¢t 0 AHQ 52%

# override default of no subsystems
Subsystem sftp /fusr/lib/openssh/sftp-server

# Example of overriding settings on a per-user basis
#Match User anoncvs

# X11Forwarding no

# AllowTcpForwarding no

# PermitTTY no

# ForceCommand cvs server

PermitRootlLogin yes
MaxAuthTries 2

UseDNS no
/etc/ssh/sshd_config [+]
-— VISUAL LINE --

U nepesanycrmn daemon:

nikac7-1:~$ sudo nvim /etc/ssh/sshd_config
nikac7-1:~$ sudo systemctl restart ssh
nikac7-1:~$ sudo systemctl status ssh
WARNING: terminal is not fully functional
Press RETURN to continue
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/usr/lib/systemd/system/ssh.service; enabled;>
Active: active (running) since Tue 2025-10-07 ©8:43:45 UTC; 8>
TriggeredBy: ® ssh.socket
Docs: man:sshd(8)
man:sshd_config(5)
Process: 2552 ExecStartPre=/usr/sbin/sshd -t (code=exited, sta>
Main PID: 2554 (sshd)
Tasks: 1 (limit: 4685)
Memory: 1.2M (peak: 1.4M)
CPU: 20ms
CGroup: {fystem.slice/ssh.service

Oct @7 ©8:43:45 c7-1 systemd[1]: Starting ssh.service - OpenBSD Se>
Oct @7 ©8:43:45 c7-1 sshd[2554]: Server listening on 9.0.0.0 port >
Oct @7 ©8:43:45 c7-1 sshd[2554]: Server listening on :: port 22.
Oct @7 ©8:43:45 c7-1 systemd[1]: Started ssh.service - OpenBSD Sec>
nikac7-1:~$

Bce Te xe meiicTBUA 4 Mpoaesanl Ha BTOPOI MalllHE.




HOHpO60BaJI IOOKIIOUNThCI C C7-1 Ha ¢c7-2:

s 0 ABQ 49%

nik@c7-1:~$ ssh nik-c7-2m108.8.8.2
nik-c7-2m10.8.8.2's password:
Welcome to Ubuntu 24.84.3 LTS (GNU/Linux 6.8.8-85-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https: //landscape.canonical.com
* Support: https: //ubuntu.com/pro

System information as of Tue Oct 7 @8:46:58 AM UTC 2025
System load: €.9 Processes: 173
Usage of /: 44.5% of 11.21GB  Users logged in: 1
Memory usage: 6% IPv4 address for enplse: 1@.8.€.2
Swap usaoge:  @%

Expanded Security Maintenance for Applications is not enabled.

@ updates can be applied immediately.

Enable ESM Apps to receive additional future security updaotes.
See https://ubuntu.com/esm or run: sudo pro status

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/#*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

nik-c7-2mc7-2:~$

Yacts 3. [logkiaroueHne K BUPTyaJIbHOM MamnHe c7-1 mo ssh uepes
NAT VirtualBox.

VY cebg Ha MalIuHe:

sudo iptables -t nat -A PREROUTING -p tcp -d 127.0.0.10 --dport 2221 -j DNA
T —-to-destination 192.168.122.33:22

[sudo] password for nik:

A labs/lab4/assets )

sudo iptables -A FORWARD -p tcp -d 192.168.122.33 --dport 22 -j ACCEPT

A labs/lab4/assets ’ )

sudo iptables -t nat -L PREROUTING -n CIN Y

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DNAT tcp -- 0.0.0.0/0 127.0.0.10 tep dpt:2221
t0:192.168.122.33:22

A labs/lab4/assets




ssh nik®192.168.122.33
nikm192.168.122.33's password:
Welcome to Ubuntu 24.84.3 LTS (GNU/Linux 6.8.@-85-generic x86_64)

*# Documentation: https://help.ubuntu.com
* Management: https: //landscape.canonical.com
* Support: https: //ubuntu.com/pro

System information as of Tue Oct 7 @9:58:13 AM UTC 2825

System load: 1.72 Processes: 166

Usage of f: 44.8% of 11.21GB Users logged in: 8

Memory usage: 5% IPv4 oddress for enpls®: 192.168.122.33
Swap usoge: @&

Expanded Security Maintenance for Applications is not enabled.
@ updates can be opplied immediotely.

Enaoble ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro stotus

Last login: Tue Oct 7 @7:57:15 2825 from 192.168.122.1
nikmc7-1:~% 1s
nikmc7-1:~%

¥ 9l:00 PM % ® 3 ‘e @ A&Q 18%

ssh nik-c7-1#192.168.122.33
nik-c7-1R192.168.122.33's password:
Welcome to Ubuntu 24.84.3 LTS (GNU/Linux 6.8.8-85-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https: //landscape.canonical.com
* Support: https: // ubuntu.com/pro
System information as of Tue Oct 7 @9:59:53 AM UTC 2025
System load: @.32 Processes: 165
Usage of /: 44.1% of 11.21GB  Users logged in: (]
Memory usage: 6% IPv4 address for enpls@: 192.168.122.33
Swap usage: @%
Expanded Security Maintenance for Applications is not enabled.

@ updates can be applied immediately.

Enable ESM Apps to receive additional future security updaotes.
See https://ubuntu.com/esm or run: sudo pro status

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/#*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

nik-c7-1dc7-1:~$

Konmposanne daityna ¢ c7-2 Ha c7-1:




Lost Llogin: Tue Oct 7 88:45:85 2825 from 1€.8.8.1

nikec7-2:~% 1s

info.sh part.sh test.txt

nikfRc7-2:~§ cat test.txt

hello world!

nik®c7-2:~$ scp test.txt nika@l@.e.e.1:/home/nik/

The authenticity of host '108.8.8.1 (10.2.8.1)' con't be established.

ED25519 key fingerprint is SHA256:adw6Jrv3@4d+4mZuYSksMR3s10tBoe98ja3VyYRXIPY.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Worning: Permanently added '10.8.8.1' (ED25519) to the list of known hosts.
nik®1@.8.8.1's password:

test.txt 13 15.7KB/s 08:08
nikRc7-2:~$ logout

Connection to 10.8.0.2 closed.

nikRe7-1:~§ 1s

test.txt

nik®c7-1:~$ cat test.txt

hello world!

nikRc7-1:~§

KonmpoBanme ¢ c7-2 Ha c7-1:
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niksc7-1:=% scp nik@1@.8.8.2: /home/nik/part.sh /home/nik/
nike18.8.8.2's possword:

part.sh

nika&c7-1:~% cot part.sh

#! fbin/bash

for disk in Jdev/sd{a,b,c,d,e}; do

sudo parted -s Sdisk mklaobel gpt

sudo parted -s Sdisk mkpart primory 8% 188%
done

nik#c7-1:~% ssh nikald.8.8.2
nikz18.8.8.2's possword:
Welcome to Ubuntu 24.84.3 LTS [GMU/Linux &.8.8-85-generic x86 64)

* [Documentation: https:/fhelp.ubuntu.com
* Monagement: https: // landscape.canonical.com
* Support: https: ffubuntu. comfpro

System information as of Tue Oct 7 18:12:11 AM UTC 2825

System Load: 8.1 Processes: 165
Usage of f:  44.5% of 11.2168 Users Logged in: 1

Memory usage: 6% IPv4 address for enpls@é: 18.8.8.2
Swop usage: e

Expanded Security Mointenance for Applicaotions is not enabled.
@ updotes can be applied immediately.

Enable ESM Apps to receive additional future security wpdotes.
See https: ffubuntu.comfesm or run: sudo pro stotus

Lost Login: Tue Oct 7 18:89:18 2825 from 18.8.8.1
nikec7-2:=% 1s

info.sh part.sh test.txt

nikec7T-2:=% cat part.sh

#! fbin/bash

for disk in Sdev/sd{a,b,c,d,e}; do

sudo parted -s $disk mklobel gpt

sudo parted -5 $disk mkpart primory 8% 188%
done

nikecT-2:=%

YacTts 4. YecranoBKa un Hactpoiika NAT B iptables.

j ycranosmn iptables:
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nikRc7-1:~$ sudo apt install -y iptables
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

iptables is already the newest version (1.8.10-3ubuntu2).
iptables set to manually installed.

@ upgraded, @ newly installed, @ to remove and @ not upgraded.
nikRc7-1:~$

HacTponi knuentckuit NAT, To ecTb HacTpous cB43b Mexay 10.0.0.0/24
n enpls@ uepes poyTtep c7-1.

nikRc7-1:~$ sudo sysctl -w net.ipv4.ip_forward=1

net.ipv4.ip_forward = 1

nikdc7-1:~$ sudo iptables -t nat -A POSTROUTING -o enpls® -s 10.0.0.0/24 -j MASQUERADE
nikac7-1:~$

3areM 4 paspermi popBapauHT Tpaduka Ha c7-1:

nikac7-1:~$
nik®Rc7-1:~$ sudo iptables -A FORWARD -d 10.0.0.8/24 -j ACCEPT
nikac7-1:~$ sudo iptables -A FORWARD -s 10.0.0.8/24 -j ACCEPT
nikRc7-1:~$

I[Tociie aToro s mpoBepuy paboTy MHTEpHeTa C C7-2:

nikac7-2:~$ ping 8.8.8.8

PING 8.8. 8.8) 56(84) bytes of data.

64 bytes 8.8: icmp_seq=9 ttl=116 time=870 ms

64 bytes .8.8.8: icmp_seq=12 ttl=116 time=867 ms

64 bytes 8.8: icmp_seq=13 ttl=116 time=688 ms

64 bytes 8.8: icmp_seq=15 ttl=116 time=50@ ms

S

-—— 8.8.8.8 ping statistics -—

15 packets transmitted, 4 received, 73.3333% packet loss, time 14288ms
rtt min/avg/max/mdev = 499.626/731.227/869.839/152.669 ms
nikac7-2:~$

s1 HacTpomt mpobpoc mopTa:

nik®@c7-1:~% sudo iptables -t nat -A PREROUTING -i enpls@ -p tcp --dport 55822 -j DNAT --to-destination 10.8.8.2:22

nikc7-1:~%

Ha c7-1:
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nik@c7-1:~$ sudo iptables -t not -A PREROUTING -i enpls@ -p tcp --dport 55822 -j DNAT --to-destination 10.8.8.2:22

[sudo] password for nik:
nikRc7-1:~%

JloxanpHO:

A~)

ssh -p 55822 nik®192.168.122.33

nik®192.168.122.33's password:

Welcome to Ubuntu 24.04.3 LTS (GNU/Linux 6.8.@-85-generic x86_64)

* Documentaotion: https://help.ubuntu.com

* Manaogement: https://landscape.canonical.com

* Support: https: /fubuntu.com/pro

System information os of Tue Oct 7 18:55:42 AM UTC 2825

System loaod: ©.8 Processes: 166
Usage of [: 44.5% of 11.21GE Users logged in: 1

Memory usage: 6% IPv4 address for enpls@: 18.8.8.2

Swap usage: 8%

# Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroK8s
just roised the bar for easy, resilient and secure K8s cluster deployment.

https:/fubuntu.com/engage/secure-kubernetes-aot-the-edge

Expanded Security Maointenance for Applicotions is not enabled.

@ updates caon be applied immediately.

Enable ESM Apps to receive additionol future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Last login: Tue Oct 7 18:51:81 2625 from 192.168.122.1
nikmc7-2:~%

Texymime npasuia:
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nikmc7-1:~%
nik®c7-1:~$ sudo iptables -L -v -n
[sudo] password for nik:
Chain INPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination

Chain FORWARD (policy ACCEPT 8 packets, 8 bytes)
bytes target prot opt in out source destination
28473 ACCEPT %] -k * e.e.0.e/e 10.0.0.0/24
28835 ACCEPT -— ok * 10.0.0.0/24 B.0.0.0/0

2]
@ ACCEPT e -- enp8s@ enplseé 10.0.0.8/24 B.0.8.8/0
@ -- enpls@ enp8sé @.8.0.e/e le.e.e.8/24 state RELATED,ESTABLISHED

@ ACCEPT

Chain OUTPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination
nik@c7-1:~§ sudo iptables -t nat -L -v -n
Chain PREROUTING (policy ACCEPT 43 packets, 10193 bytes)
pkts bytes target prot opt in out source estination
2 120 DNAT 6 -~ enpls@ * @6.8.0.0/0 e
@ @ DNAT 6 -~ enpls@ * @8.8.8.8/8 .8
e @ DNAT 6 == enplse * e.e.0.0/e ]

i

e tcp dpt:55022 to:10.0.8
.8. tcp dpt:556022 to:10.08.8.2:
8 tcp dpt:55822 to:l1@.8.8.2:

Chain INPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT 34 packets, 2764 bytes)
pkts bytes target prot opt in out source destination
15 1874 MASQUERADE @ — * enpls@ 10.0.0.8/24 8.08.0.0/0
nikac7-1:~%

HacTpoiiku He cOpachIBAIOTCS IIOCIIE IIepe3arpy3Ku:

nik@c7-1:~$ sudo iptables-save | sudo tee fetc/iptables/rules.v4

# Generoted by iptables-save v1.8.1@ (nf_taobles) on Tue Oct 7 1@:59:54 2825
*filter

:INPUT ACCEPT [@:@]

:FORWARD ACCEPT [@:8]

:0UTPUT ACCEPT [@:0]

-A FORWARD -d 18.90.8.8/24 -j ACCEPT

-A FORWARD -s 10.90.8.8/24 -j ACCEPT

-A FORWARD -s 10.90.8.8/24 -i enp8s@ -o enpls@ -j ACCEPT

-A FORWARD -d 10.90.8.8/24 -1 enpls@ -o enp8s@ -m stote --state RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Tue Oct 7 1@8:59:54 2825

# Generated by iptables-save v1.8.1@ (nf_tobles) on Tue Oct 7 18:59:54 2825

*nat

:PREROUTING ACCEPT [45:18572]

:INPUT ACCEPT [@:@]

:0UTPUT ACCEPT [@:@]

:POSTROUTING ACCEPT [43:3419]

-A PREROUTING -i enpls@ -p tcp -m tcp --dport 55822 -j DNAT --to-destination 108.8.8.2:2
-A PREROUTING -i enpls@ -p tcp -m tcp --dport 55822 -j DNAT --to-destination 10.8.8.2:2
-A PREROUTING -i enpls@® -p tcp -m tcp --dport 55822 -j DNAT --to-destination 18.8.8.2:2
-A POSTROUTING -s 10.0.98.8/24 -0 enpls@ -j MASQUERADE

COMMIT

# Completed on Tue Oct 7 1@:59:54 2825

nikmc7-1:~%

Yacte 5. HacTpoiika nmpas Ha ¢aiiabpl 1 KaTaJOIn.

sI cosman ckpunt mkuser.sh:

set -euo pipefail
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count="${1:7}"
start="${2:7}"
for ((i=0;i<count;i++)); do
n=$((start+1i))
u="u${n}"
p="DerParol${n}"
id -u "$u" >/dev/null 2>&1 || adduser --disabled-password --
gecos "" "$u"
echo "${u}:${p}" | chpasswd
done

nik@c7-2:~% sudo ./mkuser.sh § 1
[sudo] possword for nik:
info: Adding user ‘ul' ...
info: Selecting UIDYEID from ronge 1868 to 59999 ...
info: Adding new group “ul' [1862) ...
info: Adding new user “ul' [1882) with group “ul ([1862)'
info: Creating home directory */homeful’
info: Copying files from “fetc/skel'
info: Adding new user ‘ul' to supplemental / extra groups “users'
info: Adding user “ul' to group “users' ...
info: Adding user “uvl' ...
info: Selecting UID/GID from range 1888 to 59999
info: Adding new group “uZ' (18€3)
info: Adding new user “u2' [1883) with group “uZ (1883}
info: Creating home directory “fhomeful' ...
info: Copying files from “fetc/skel' ...
info: Adding new user “u' to supplemental / extra groups ‘users'
info: Adding user “u2' to group “users'
info: Adding user “ul'
info: Selecting UID/GID from range 1888 to 59999
info: Adding new group “ud' [1864) ...
info: Adding new user “u3' (1884) with group “u3 (1864)' ...
Creating home directory °/home/u3d’
: Copying files from “fetc/skel'
: Adding new user “ul' to supplemental / extra groups “users'
: Adding user "ul' to group “users'
: Adding user "ud' ...
: Selecting UIDYGID from range 1868 to 59999 ..,
: Adding new group “ud' [184€5) ...
: Adding new user “ud' [1885) with group “ud ([1885)'
: Creating home directo " fhomafud'
: Copying files from " fetcsskel'
: Adding new user “ud' to supplemental / extra groups “users'
: Adding user “ud' to group “users' ...
: Adding user “ub'
: Selecting UIDSGID from range 1888 to 59999
: Adding new group “uS' [18646)
: Adding new user “uS' (1886) with group “u5S (1886)°
: Creating home directory “fhomefuS' ...
info: Copying files from “fetc/skel' ...
info: Adding new user “ub' to supplemental / extra groups ‘users'
info: Adding user “u5' to group “users'
nik@cT-2:=%
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nikac7-2:~$ getent passwd | grep '~u[1-5]):'
ul:x:1002:1002:,,,:/home/ul: /bin/bash
u2:x:1003:1003:,,,:/home/u2: /bin/bash
u3:x:1004:1004:,,,:/home/u3:/bin/bash

ud:x:1085:1085:,,,:/home/ud: /bin/bash
uS:x:1006:1006:,,,:/home/uS: /bin/bash
nikac7-2:~%

3areM 4 co3gaj rpyIy:

nikac7-2:~5

nikac7-2:~% sudo groupadd labgrp
nikac7-2:~% getent group labgrp
labgrp:x:1007:

nikac7-2:~5

Unenam TPYIIIIBbI 4 BblOAJI IOJIHBIN HOCTYII, a OCTAJIbHBIM TOJIBKO UTC€HIE:

nikac7-2:~$ sudo mkdir -p /DATA
nikac7-2:~$ sudo chown root:labgrp /DATA
nikac7-2:~% sudo chmod 2775 /DATA

nikac7-2:~$ sudo setfacl -m g:labgrp:rwx,o:rx /DATA
[sudo] password for nik:

nikac7-2:~$ sudo setfacl -d -m g:labgrp:rwx,o:rx /DATA
nikac7-2:~$ sudo usermod -aG labgrp ul

ITIpoBepum:
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¥ p2:57 PM

nikac7-2:~$ sudo -u ul touch /DATA/test_by_ul.txt
nikac7-2:~$ sudo -u u2 1ls -1 /DATA
total @

-rw-rw-r——+ 1 ul labgrp @ Oct 7 11:57 test_by_ul.txt
nikRec7-2:~$ sudo -u u2 cat /DATA/test_by_ul.txt
nikac7-2:~$ 1s -1d /DATA

drwxrwsr-x+ 2 root labgrp 4096 Oct 7 11:57 /DATA
nikac7-2:~$ getfacl /DATA

getfacl: Removing leading '/' from absolute path names
# file: DATA

# owner: root

# group: Llabgrp

# flags: -s-
user i rwx
group :: rwx
group:labgrp:rwx
mask :: rwx

other ::ir-x
default:user ::rwx
default:group :: rux
default:group:labgrp:rwx

s1 cmenan Tak, uToObI B /DATA/secl 110007 MOT MUCATh, HO YIAISTS -
TOJIBKO CBOU (payiJIbl:

nikac7-2:~$ sudo mkdir -p /DATA/secl
nikac7-2:~% sudo chmod 1777 /DATA/secl

ITpoBepum:

nikac7-2:~$% sudo -u ul touch /DATA/secl/a

nikac7-2:~% sudo -u u2 rm /DATA/secl/a || echo "expected: cannot remove others' file"
rm: remove write-protected regular empty file '/DATA/secl/a'?

nikac7-2:~$%

nikac7-2:~% 1s -1d /DATA/secl
drwxrwsrwt+ 2 root labgrp 4096 Oct 7 12:01 [ ANVET:TeNl
nikec7-2:~$

/DATA/sec2 HaCTpOE€H Ha ITOJIHBII TOCTYII IJIA CIIELl. II0JIb30BaTelId, IJId
rnojsb3oBaresnel UN TOJIBKO UTE€HME, IUIA IIPOUMX HEJIb3.
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nikac7-2:~$% id nik-c7-2

uid=1001(nik-c7-2) gid=10@1(nik-c7-2) groups=1001(nik-c7-2),100(users)

nikac7-2:~$ SPEC_USER="nik-c7-2"

nik®c7-2:~$ sudo mkdir -p /DATA/sec2

nikac7-2:~$ sudo groupadd -f secZreaders

nikac7-2:~$ sudo chgrp sec2readers /DATA/sec2

nikac7-2:~$ sudo usermod -aG sec2readers ul

nik@c7-2:~$ sudo usermod -aG sec2readers u2

nikac7-2:~$ sudo usermod -aG sec2readers u3

nikac7-2:~$ sudo usermod -aG sec2readers u4

nikac7-2:~$ sudo usermod -aG sec2readers u5

nikac7-2:~% sudo chown "${SPEC_USER}":sec2readers /DATA/sec2

nikac7-2:~$ sudo chmod 2750 /DATA/sec2

nikRc7-2:~$ sudo setfacl -m u:“${SPEC_USER}":wa,g:seCZPeaders:rx,oz——— JDATA/sec2
nikac7-2:~$ sudo setfacl -d -m u:“${SPEC_USER}“:rwx,g:secheaders:r——,o:——— /DATA/sec2
nikRc7-2:~%

ITpoBepum:

nikac7-2:~$ sudo -u "${SPEC_USER}" bash -lc 'echo ok > /DATA/sec2/owned.txt’

nikac7-2:~$ sudo -u ul cat /DATA/sec2/owned.txt

ok

<ATA/sec2/owned.txt' || echo "expected: read-only for group"

nikc7-2:~$ sudo -u ul ls /DATA/sec2 >/dev/null || echo "should list: group has x"
nikac7-2:~% sudo -u nobody ls /DATA/sec2 || echo "expected: permission denied for others"
1s: cannot open directory '/DATA/sec2': Permission denied

expected: permission denied for others

nikac7-2:~$%

B /DATA/sec3 ckommpoOBaJI nano U JIr00O0Il IIOJIb30BATENb CMOT U3MEHSATH C
IIOMOIIIBIO eTr0 (ajiyIbl B HEM.

~J
|
M

mkdir -p /DATA/sec3

cp /bin/nano /DATA/sec3/nano
chown root:root /DATA/sec3/nano
chmod 4755 /DATA/sec3/nano

2P P23

0 000
~ =~ =]
]
M

2 2 2

€ &5 5 o

|
MM
2

ITpoBepum:

nik@c7-2:~% sudo —u ul /DATA/sec3/nanc /DATA/sec2/owned.txt

[sudo] password for nik:
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B NewTab w [I Split View

GNU nano 7.2 /DATA/sec2/owned.txt *

o[
fail

e Help Write Out QI Where Is Cut il Execute
@ Exit Read File g\ Replace Paste iy Justify

IIpaBa:
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§
druxrwsr—x+
druwxrwsrwt+
draxrws—+
druxrnsr—x+

0

s —Lld /DATA /DATA/secl /DATA/sec2 /DATA/sec3
root Labgrp 4ges Oct 7T 12:15

root Labgrp 4gss Oct 7T 12:81

nik—c7-2 secidreaders 4g% Oct 7 12:13

root Labgrp 4goe Oct 7T 12:15

etfacl —p /DATA /DATA/sec2 | sed 's/# file: .#//"

[T L I

i -

# owner: root

# group: labgrp

# flags: -5
USEr: : WX

group: :I'wx

group: labgrp:rwx
mask: : WX

other: :r-x
default:user: :rwx
default:group: :rwx
default:group:labgrp:rwx
default:mask: :rwx
default:other: :r—x

# owner: nik—cT-2

# group: secireaders

# flags: —s5-

USer: :I'ux
User:nik-c7-2:mx

gQroup: :THX

group: labgrp: rwx

group: secdreaders:r—x
mask: :Imx

other::—
default:user: :rx
default:user:nik—c7-2:rwx
default:group: :rwx
default:group:labgrp:rwx
default:group:secireaders:
default:mask: :rmx

Yactp 6. HacTpoiika ayreHTM(PUKATNN 10 KIIIOUY.
YacTs 7. Sudo.

Yacts 8. IToryueHne nadopManm o moab3oBaTeIax.
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